
 

Cybercrime and digital evidence 

Goals and objectives of the discipline. 

The purpose of this discipline is to theoretically and practically equip the student with 

knowledge about the social essence and determination of cybercrime and its 

individual criminal manifestations (carding, phishing, vishing, online fraud, piracy, 

card sharing, social engineering, malware, illegal content refilling), the main 

directions of preventive activities of state bodies, institutions and public 

organizations, the system of measures they develop and implement in accordance 

with the Constitution of Ukraine, laws and other regulations aimed at preventing 

cybercrime, protection of the rights and legitimate interests of citizens, reducing " 

fear of the population "before cybercrime. 

The place of the discipline in the structure of the educational-professional program: 

a) academic discipline belongs to the disciplines of the criminal law cycle; 

b) in the study of this discipline uses the knowledge gained from the following 

disciplines - criminal law; criminal procedure law; Administrative Law; criminal 

executive law 

c) the main provisions of the discipline should be applied in the study of such 

disciplines - criminal law; criminal procedure law; forensics; legal basis for 

preventing corruption.  

The content of the curriculum: 

Module 1. Cybercrime: concepts, types and prevention. 

The concept of cybercrime and its place in the overall structure of crime. Types of 

cybercrime. The concept and criminological characteristics of cybercrime. The 

identity of the cybercriminal. Causes and conditions of cybercrime. Prevention of 

cybercrime. 

European Convention Mechanism for the Prevention of Cybercrime: Concept and 

System. 

Determinants and main directions of cybercrime prevention 

Module 2. Criminal law support in the fight against cybercrime. 



The current state of criminal law in the fight against cybercrime. 

System and general characteristics of cybercrimes. 

Implementation of forms of criminal liability for cybercrime. 

Module 3. Features of cybercrime investigation methods. Electronic evidence in 

criminal proceedings 

Features of cybercrime investigation methods. 

The concept of electronic evidence in criminal proceedings 

Types of electronic evidence 

Methods of collecting electronic evidence. 

Use of digital evidence during the trial  


